Supplemental Notice to the Clarivate Corporate Privacy Notice:
Privacy Notice for Domain Name Registrants

Effective: 1 August 2020

SCOPE
This Privacy Notice for Domain Name Registrants (“Notice”) supplements the Clarivate Corporate Privacy
Notice and only applies to you if you are a domain name registrant with names registered with MarkMonitor
Inc. (“MarkMonitor”, “we”, “us”, “our”), a registrar accredited by the Internet Corporation of Assigned
Names and Numbers (“ICANN”). A registrant is an individual or corporate entity whose data (including
certain personal data) is collected and processed in connection with a domain name registration and stored
in a database maintained by a registrar (“Registrant Data”, also commonly referred to as “WHOIS” data).

Who is responsible for your personal data?
We are responsible for the Registrant Data that you submit to us when your company engages us to register
a domain with us.
We may transfer your Registrant Data to registries and escrow agents and these third parties will also be
responsible for your personal data and MarkMonitor. You can find more information about who is
responsible for Registrant Data here.

Where do we collect your personal data from and what type of data are we required to collect?
We collect Registrant Data directly from you or from the organization which registered a domain with us
and nominated you as a point of contact.
If you register a domain with MarkMonitor or any other ICANN-accredited registrar, you are required to
provide certain personal data such as your name, postal address, telephone number and email address. This
is information is what we refer to as Registrant Data in this Notice.

Who has access to your personal data and why?
We are required to disclose Registrant Data to the relevant registries and escrow agents in accordance with
our contractual obligations with them and also as an ICANN-accredited registrar.
We may also share Registrant Data with third parties for legitimate purposes, such as for brand protection,
facilitating cyber security investigations, combatting fraud and SPAM, and confirming domain name
ownership and availability. Those third parties will be independent controllers in respect of your Registrant
Data. Please see the “Do we make your data public?” section for more information.
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For what purposes do we process your personal data?
MarkMonitor relies on different legal grounds to process Registrant Data containing personal data, including
contractual necessity and our legitimate interests. We may also, in very limited circumstances, rely on your
consent as a legal basis – see the “Do we make your data public?” section for more information.
We process Registrant Data for the following purposes:
•

Registrar Administration: we administer and maintain a register of domain names sold by
MarkMonitor

•

Brand Protection: to prevent, detect and investigate fraud and intellectual property infringements on
behalf of our clients.

•

Update the Public WHOIS Database: to support cyber-security and IP infringement activities
(amongst other things) members of the public who search to see who owns your domain will be able
to see at least your organisation, state/province and country.

•

Update WHOIS registries: we disclose Registrant Data to registries and escrow agents in accordance
with the terms of our contracts with those parties and also in accordance with our Registrar
Accreditation Agreement with ICANN. The personal data they hold may be disclosed to third parties
who have demonstrated to us or the relevant registries that they have a legitimate ground to view it
(e.g. to support cyber security and IP infringement activities).

•

Contact: we may use Registrant Data to contact you if there is a query relating to your domain name

Do we make your personal data public?
Beyond organisation, state/province, and country, you may wish us to make more of your Registrant Data
public on our WHOIS output to make it easier for others to contact you in relation to your domain name.
You will need to provide your explicit consent (strictly optional) in order for us to do this.
We process requests for non-public Registration Data according to our published process. Please contact
whoisrequest@markmonitor.com for further information.
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